
 
 
 
 
 

Toy Industry Association White Paper 
 

 
The Changing Privacy  

and Data Security Landscape 
 

From Mobile Apps to OBA 
 
 
 
 
 
 
 

Approved by the TIA Responsible Marketing to Children Committee 
 

July 6, 2012 
 
 
 
 
 

Prepared for the Toy Industry Association by  
 

KELLER AND HECKMAN LLP 
1001 G Street N.W.   |   Washington, D.C.  20001 



i Toy Industry Association (TIA) White Paper 
The Changing Privacy and Data Security Landscape: From Mobile Apps to OBA   (July 2012) 

 

Table of Contents 
 

I. Introduction ........................................................................................................................... 1 

II. Background ............................................................................................................................ 2 

OECD Guidelines ................................................................................................................. 2 

U.S. Data Protection Legal Framework .............................................................................. 3 

EU Data Protection Legal Framework ................................................................................ 4 

APEC Guidelines ................................................................................................................. 4 

III. Significant U.S. Laws and Policy Developments .................................................................... 6 

Do Not Track Kids Act ......................................................................................................... 7 

General Privacy, Mobile Privacy, Do Not Track Legislation, Data Breach Legislation ........ 7 

White House, FTC Privacy Reports ..................................................................................... 7 

FTC Report: Mobile Apps are Disappointing ...................................................................... 7 

California Attorney General Obtains App Consent Agreement ......................................... 8 

National Telecommunications and Information Administration (NTIA) ............................ 8 

Congressional Inquiry Targets App Developers ................................................................. 8 

FTC Mobile Payments Workshop ....................................................................................... 9 

FCC Seeks Comments on Mobile Privacy ........................................................................... 9 

FTC DotCom Disclosure Workshop ..................................................................................... 9 

Privacy self-regulation ........................................................................................................ 9 

Litigation ........................................................................................................................... 10 

IV. Significant International Laws and Policy Developments .................................................... 11 

EU Privacy Directive and “Cookie” Directive; Proposed Privacy Regulation .................... 11 

Canada .............................................................................................................................. 11 

South America .................................................................................................................. 12 

APEC ................................................................................................................................. 12 

Self-Regulation ................................................................................................................. 13 

V. Impact on the Toy Industry ................................................................................................. 14 

VI. Recommended Action ......................................................................................................... 15 

 

 



1 Toy Industry Association (TIA) White Paper 
The Changing Privacy and Data Security Landscape: From Mobile Apps to OBA   (July 2012) 

 

I. Introduction 

A variety of laws and regulations, as well as reports, policy initiatives and self-regulatory standards, 
govern privacy and data security in a manner that affects toy companies.  The situation is further 
complicated by a bewildering array of differing laws and regulations that apply around the world, and 
increasing coordination among international policy-makers.  Despite general agreement on most of the 
fundamental principles of privacy and data security, laws and regulations differ worldwide because of 
underlying cultural, social and legal differences.  Further, policymakers worldwide are coordinating to 
advance enhanced requirements to protect consumer (and employee) privacy. 
 
For over a decade, privacy and consumer groups have argued that “interest-based advertising” (IBA) 
poses privacy risks, and several years ago succeeded in changing the terminology to the less consumer-
friendly term, “online behavioral advertising” (OBA).  Enhanced ability to obtain data and connect 
databases of information have created uneasiness about “tracking” users online and have caused 
traditional distinctions between “personal” and “anonymous” data to erode in turn.  Changes in 
technology, and the many different actors in the digital advertising “ecosystem,” make it difficult to 
explain in a concise and transparent way who collects and uses data, and to give consumers choices 
about how personal data is used.  Self-regulatory initiatives have developed in response, but pressure to 
regulate in this space continues.  In fact, the Federal Trade Commission (FTC) and other regulatory bodies 
take the view that consumers should be able to make choices about “tracking,” whether or not it 
involves OBA.   
 
Issues of children’s marketing and privacy have become almost inextricably intertwined in an era where 
digital marketing and content are the norm for even the youngest children.  The U.S. adopted the first 
law protecting children’s online privacy in 1998, and has taken a leading role globally in the issue of 
protecting children online.  Explosive growth in new communications opportunities offered by mobile 
devices, coupled with growing interest by children in using these devices, has resulted in expanded 
interest in mobile privacy, especially, but not exclusively, involving children.  New legislative proposals, 
notably in the EU, now include privacy protections for children and teens modeled on U.S. children’s 
privacy law.  In addition, other non-privacy consumer deception and fairness issues are linked to mobile 
app use, including questions associated with offering paid apps to children, are a growing topic of 
concern.   
 
To formulate a strategy for the Toy Industry Association (TIA), it is important to review the legislative, 
regulatory, self-regulatory and litigation landscape, especially since privacy and security lapses are 
becoming one of the fastest-growing areas of litigation in the U.S.     

To put the current situation in context, we start with some background. 
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II. Background 

Current legal discussions about privacy derive from a common framework developed by the Organisation 
for Economic Cooperation and Development (OECD).  Despite a general consensus about important 
elements of privacy, social, cultural and legal differences have resulted in different legal and regulatory 
approaches that can be difficult to reconcile.  Briefly, in countries like the U.S., privacy rights are 
balanced against free speech rights.  While there is a constitutional dimension to privacy, privacy is not 
recognized as an explicit constitutional right akin to rights of free speech.  In the EU and other regions, 
privacy is viewed as a fundamental human right. The “data subject” has what might be described as 
ownership rights in his or her personal data, broadly defined.  That notion of privacy as a more personal 
fundamental right has strongly influenced recent debates about privacy in the U.S., reflected in the 
White House’s “Consumer Privacy Bill of Rights.”  

OECD Guidelines   

Most of today’s privacy laws worldwide can trace their origin to the Organization for Economic Cooperation 
and Development's (OECD) 1980 Guidelines on the Protection of Privacy and Trans-Border Data Flows of 
Personal Data (OECD Guidelines).1

 Collection Limitation:  data should be obtained via lawful and fair means and generally with the 
consent of the data subject. 

  The OECD Guidelines established eight fundamental principles to 
protect privacy:  

 Data Quality:  data should be relevant for the purpose for which it is to be used, and should be 
accurate, complete and up-to-date. 

 Purpose Specification:  the purposes for which personal data are collected should be specified and 
subsequent use limited to the fulfillment of those purposes or others compatible with those 
purposes. 

 Use Limitation:  personal data should not be used outside the specified purpose except with consent 
or under authority of law. 

 Security Safeguards:  personal data should be protected by reasonable security against risks such as 
unauthorized access, use, destruction, modification, etc. 

 Openness:  means should be readily available to establish the nature and existence of personal data, 
the main purpose of use, and the identity of the data controller. 

 Individual Participation:  individuals should have the right to obtain information about data 
collected from him and to have incorrect data erased, rectified, completed or amended. 

 Accountability:  a data controller should be accountable for effectuating these principles.  

The OECD Guidelines also encourage the free flow of information where national policies accord with the 
Guidelines.  The OECD Guidelines specify that Member countries should refrain from restricting 
transborder data flows of personal information except where another Member country “does not yet 
substantially observe these Guidelines or where the re-export of such data would circumvent its 
domestic privacy legislation.”2

                                                 
 
1 OECD 

  This concept is the origin of the EU’s so-called “adequacy” limitation, 

Guidelines on the Protection of Privacy and Transborder Flows of Personal Data, OECD Document C 
(80)58 (Final), Oct. 1 1980; available at: 
http://www.oecd.org/document/18/0,3746,en_2649_34255_1815186_1_1_1_1,00.html .  
2 Id.  

http://www.oecd.org/document/18/0,3746,en_2649_34255_1815186_1_1_1_1,00.html�
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discussed below, that has created many compliance issues for multinational companies.  “Adequacy” 
restrictions are appearing in other laws as well, which will again complicate the global compliance 
landscape for toy companies. 
 
While the U.S. was one of the prime movers of the OECD Guidelines, differences in how the U.S. and EU 
have chosen to address privacy have been a source of tension and frustration for the business 
community.    
 

U.S. Data Protection Legal Framework 

Privacy is recognized among a “penumbra” of constitutional rights.  The U.S. historically relied on a 
“harms-based” approach to federal privacy legislation, with sectoral laws covering health, financial and 
children’s privacy, and use of intrusive telecommunications techniques (Do Not Fax, Do Not Call, CAN 
SPAM, etc.).  The Electronic Communications Privacy Act (ECPA)3 and Computer Fraud and Abuse Act 
(CFAA)4 also prevent certain intrusions involving computers and digital media.  In 1998, concerns about 
privacy resulted in considerable legislative discussion about general privacy legislation.  Narrower 
legislation covering children under 13, the Children’s Online Privacy Protection Act (COPPA),5

                                                 
 
3 Electronic Communications Privacy Act, 18 U.S.C. § 2510, et seq. 

 was 
adopted with the strong support of many industry members lacking a significant presence in the 
children’s space to avoid broader general privacy legislation.  That dynamic again appears to be in play in 
2012 as discussions about a “Do Not Track” right, questions about mobile privacy and consumer 
protection issues expand, and pressure to adopt general privacy and data security legislation is 
mounting.  
 
Privacy is protected under common law.  State privacy and security laws may apply, and enforcement of 
privacy and security violations may occur under federal and state consumer protection laws if practices 
are deceptive or unfair.  Most U.S. states also have enacted data breach notification legislation.  
Generally, notifications are required where sensitive data, such as Social Security number, drivers license 
information, or bank account information, is disclosed.  Children’s data is not considered sensitive 
personal data under state data breach laws.  Organizations such as the Center for Commercial-Free 
Childhood (CCFC) and the Center for Digital Democracy (CDD) have supported strong privacy legislation 
as part of their agenda to restrict advertising to children.  These and other non-governmental 
organizations (NGOs) seeking limits on food marketing to kids universally raise privacy and data security 
concerns among the reasons to restrict food marketing to children and teens.  The interrelated 
discussions of advertising and privacy also incorporate research on the cognitive ability of kids and teens 
to understand and defend against advertising, as well as more recent research suggesting that the brains 
of teenagers are not fully developed, making them more vulnerable to impulsive behavior that can be 
problematic in the online sphere. 
 
Historically, while the U.S. lacks a general privacy regime, some provisions of U.S. law are significantly 
more restrictive and proscriptive than other data protection laws outside the U.S.  One other notable 
feature of the U.S. landscape is the significantly greater amount of private litigation compared to other 
regions.  There has been a sharp increase in privacy and data security lawsuits.  Asserted privacy 
violations reflected in press articles, announcements of data breaches, and alleged failure to adhere to 
stated privacy and security policies have been the basis of multiple lawsuits, including class action 
lawsuits, around the country. 

4 Computer Fraud and Abuse Act of 1986, 18 U.S.C. § 1030. 
5 Children’s Online Privacy Protection Act of 1998, 15 U.S.C. § 6501, et seq.  
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EU Data Protection Legal Framework 

Privacy is deemed a fundamental human right in the EU.  While privacy rights are not absolute, and are 
subject to the concept of “proportionality,” consumers (and employees) in the EU have more extensive 
legally-recognized privacy rights than in the U.S.  Special limits apply to sensitive data, such as race, 
ethnicity and trade union membership, so it is defined differently than in the U.S. under state data 
breach or federal sectoral privacy laws  Importantly, the EU Directive on Data Protection restricts 
transfers of data from the EU to countries lacking an “adequate” system of privacy.6  The U.S. 
Department of Commerce (D)C) and European Commission agreed to a negotiated “safe harbor” to 
accommodate transfers to the U.S.; other instruments to assure adequacy are available under EU law, 
including inter-company agreements and binding corporate rules (BCRs).  Each adequacy mechanism has 
its own limitations and problems.  Data processing by third parties must generally be covered by 
processor agreements.   
 
Violations can result in criminal penalties as well as civil penalties or private actions, but to date, 
enforcement has not been consistent or always robust in the EU.  However, private lawsuits are rare in 
the EU largely because class action options and contingency fee opportunities are limited, permitted 
discovery is not typically as extensive as in the U.S., and “loser pay” rules may apply.  Further, differences 
in enforcement philosophy have generally meant that liability exposure for privacy or security lapses is 
higher in the U.S. than in the EU despite more restrictive general privacy laws in the EU.   
 
The EU privacy legal framework takes on added importance as other jurisdictions have adopted similar 
laws modeled on the EU Directive in an effort to attain “adequacy.”  The EU approach has influenced 
laws and proposals in South America and Asia, for example, although some jurisdictions, like Canada and 
Australia, have adopted less restrictive laws that are more of a hybrid of the U.S. and EU approaches.  
(Recent proposed changes to the Australian privacy law, however, reflect a more proscriptive approach.)  
Despite this, very few jurisdictions are recognized as having an adequate privacy regime.  The EU recently 
proposed an extensive overhaul of the privacy legal framework that will impose extensive new 
restrictions (including new restrictions on information collection from children), purports to have 
extraterritorial effect, and creates a penalty structure that could impose penalties of up to 2% of global 
annual turnover.7

APEC Guidelines  

    

The Asia-Pacific Economic Cooperation (APEC) has developed principles for privacy that modify in some 
respects the OECD principles.8

                                                 
 
6 Directive 95/46/EC. 

  The APEC Privacy Framework establishes nine high level privacy 
principles:    
 
 

7 See proposed Regulation, Regulation of the European Parliament and of the Council on the protection of 
individuals with regard to the processing of personal data and on the free movement of such data (General 
Data Protection Regulation); proposed Directive, Directive of the European Parliament and of the Council 
on the protection of individuals with regard to the processing of personal data by competent authorities 
for the purposes of prevention, investigation, detection or prosecution of criminal offences or the 
execution of criminal penalties, and the free movement of such data.  Background information available at 
http://ec.europa.eu/justice/newsroom/data-protection/news/120125_en.htm.  
8 APEC Privacy Framework (December 2005); available at http://publications.apec.org/publication-
detail.php?pub_id=390.  
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 Preventing Harm: personal information should be designed to prevent misuse of such information. 

 Notice: controllers of personal information should provide clear and easily accessible statements 
about the privacy policy and practices before or at the time the data is collected. 

 Collection Limitation: collection should be limited to information that is relevant to the purposes of 
collection. 

 Uses of Personal Information: personal information should be used only to fulfill the specific 
purposes for which it was collected.  

 Choice: users should be provided a clear, prominent, easily understandable, accessible, and 
affordable mechanism to exercise choice over the collection of their personal information.  

 Integrity of Personal Information: personal information should be accurate, complete, and kept up 
to date. 

 Security Safeguards: personal information should be protected against unauthorized access, or 
unauthorized destruction, use, modification or disclosure.  

 Access and Correction: individuals should have the right to access  and correct any personal 
information held by the data controller. 

 Accountability: data controllers should be accountable for complying with measures that implement 
these principles.  

Last fall, APEC leaders approved cross-border privacy rules that create a role for self-regulation, but with 
added oversight through third-party certification.  The hope is that strong self-regulation will halt 
expansion of EU-style privacy laws, and a scheme of “light touch” regulation that relies on self-regulatory 
organizations to be the first stop for complaints. 
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III. Significant U.S. Laws and Policy Developments 

As noted above, the U.S. legal landscape has been dominated by a fragmented system of privacy and 
data security laws that rely largely on a harms-based approach to the regulation of privacy and data 
security.  Legislation tends to be sector- and media-specific, unlike the general framework approach in 
the EU and elsewhere.  Another feature that differentiates the U.S. legal landscape from the legal 
situation in other regions is the ready availability of private litigation, including class action litigation.  
State legislation dominates in some areas, like data breach notification requirements, while preemptive 
federal legislation applies in others.  The U.S. was the first region to adopt national children’s privacy 
legislation, and this legislation is likely most familiar to toy companies who operate websites geared to 
children. 
 
The Children’s Online Privacy Protection Act (COPPA) was adopted in 1998.  It requires websites and 
online services directed to children under 13, and those with actual knowledge that they are dealing with 
a child, to limit collection of personal information from a child, and to obtain verifiable parental consent 
for such collection, with some exceptions.9  FTC has proposed dramatic changes to the implementing 
regulations.10

 Toy companies support parental authority and strive to offer children interactive, anonymous 
experiences under the current COPPA framework. 

  They include redefining “personal information” to include device identifiers like IP 
addresses or Uniform Device Identifiers (UDIDs), passwords, geolocation information, and photos or 
audio files of children, and eliminating the popular “e-mail plus” method of obtaining verifiable parental 
consent for internal marketing activities.  At the same time, the FTC’s restrictions on third-party sharing, 
except where information is used to support the internal functions of the website, could restrict routine 
use of web analytics and other activities currently permitted under the existing rule.  The proposed rule 
affirms that COPPA applies to all online services directed to children, including mobile apps.   
 
TIA submitted detailed comments to the FTC on the proposed revised COPPA rule, stressing:    

 COPPA has worked well; changes should not be adopted lightly. 

 Redefining personal data to include anonymous identifiers, while narrowly defining how information 
can be used to support internal websites, will potentially harm children’s privacy.  Companies will 
need to collect more information from children and parents to get consent. 

 E-mail plus should be retained for internal marketing and more robust mechanisms should be 
reserved for instances where personal contact details could be disclosed to third parties. 

 Self-regulation provides an effective means of protecting children’s privacy; intrusive oversight will 
undercut the effectiveness. 

 
The FTC continues to enforce violations of the current COPPA Rule.  The FTC and Children’s Advertising 
Review Unit (CARU) have interpreted COPPA to apply to foreign websites directed to children in the U.S.; 
U.S.-based advertising for a website is one element of the determination that a foreign website is 
directed to children in the U.S.  CARU’s Guidelines also go beyond COPPA in applying a standard under 
which sites with a “reasonable expectation that a substantial number of children” would visit the site, 

                                                 
 
9 15 U.S.C. § 6502. 
10 Children’s Online Privacy Protection Rule; proposed rule, 76 Fed. Reg. 59,804 (Sept. 27, 2011). 
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and seeks to impose age-screening and/or limit links to sites not intended for children under 13.11

Do Not Track Kids Act 

   
The CARU position could prove increasingly problematic should the FTC’s expanded definition of 
“personal information” become final. 
 

Representatives Markey (D-MA) and Barton (R-TX), who co-chair the Congressional Privacy Caucus, 
have proposed new legislation to ban tracking of kids and expand privacy protections for teens.12

General Privacy, Mobile Privacy, Do Not Track Legislation, Data Breach Legislation 

  
The Congressmen have been active in promoting children’s privacy online and the bill has gained 
substantial momentum in the House.  Recent FTC pronouncements indicate support for the concept 
of an “eraser button” to protect privacy. 
 

Many other privacy bills have been introduced to limit tracking in general and establish “baseline” 
privacy protections, and a discussion draft of a mobile privacy bill has been released by Rep. Markey.  
While too numerous to review in detail in this white paper, the many Congressional bills touching 
privacy reflect strong interest in federal legislation and the growing importance of privacy and data 
security as a core public policy issue. 
 

White House, FTC Privacy Reports 

Following up on draft reports released over a year ago, the Administration released two new reports 
proposing an expanded scope of privacy in the form of a “Consumer Privacy Bill of Rights.”13

FTC Report: Mobile Apps are Disappointing 

   
While supportive of some self-regulatory efforts, in particular the Digital Advertising Alliance (DAA) 
programs for online behavioral advertising (OBA), the reports say that industry self-regulatory 
efforts on mobile apps do not go far enough.  Both reports support adoption of “Multi-stakeholder 
enforceable codes of conduct.”  The concept raises serious potential legal concerns because it 
bypasses established administrative procedural protections governing rulemakings.  FTC 
Commissioner Thomas Rosch noted this issue in his dissenting statement on the FTC report. 
 

The FTC released a report suggesting that privacy policies are inadequate or lacking in kid-directed 
apps, and urged short, effective disclosures.14

                                                 
 
11 Children’s Advertising Review Unit, Self-Regulatory Program for Children’s Advertising, 2009.  

  The second stage of its review may involve 
investigating possible violations of COPPA and initiating enforcement actions. 
 

12 Do Not Track Kids Act of 201, H.R. 1895, 112th Cong. (2011).  
13 The White House, Consumer Data Privacy in a Networked World: A Framework for Protecting Privacy 
and Promoting Innovation in the Global Digital Economy (February 2012); FTC, Protecting Consumer 
Privacy in an Era of Rapid Change: Recommendations for Businesses and Policymakers (March 2012). 
14 FTC, Mobile Apps for Kids: Current Privacy Disclosures Are Disappointing (February 2012).  



8 Toy Industry Association (TIA) White Paper 
The Changing Privacy and Data Security Landscape: From Mobile Apps to OBA   (July 2012) 

 

California Attorney General Obtains App Consent Agreement 

The California Attorney General recently announced that it had obtained agreements with six major 
app platform developers to provide privacy policies in accordance with COPPA.  A follow-up 
workshop is expected to be convened in a few months. 
 

National Telecommunications and Information Administration (NTIA) 

In the wake of the White House report, NTIA, an arm of DOC, solicited comments on issues to 
consider in developing multi-stakeholder enforceable codes of privacy conduct.15  NTIA identified 
mobile apps as the first topic for multi-stakeholder action.  Most industry commenters touted self-
regulation, but some expressly supported the concept of multi-stakeholder codes.  Only CTIA-The 
Wireless Association appeared to address briefly the important legal concerns related to the 
process.16  NGO’s asserted that legislation was needed to protect consumers.  Two law professors 
acknowledged that the process was a form of co-regulation and outlined thoughts on structuring the 
process, but ignored the significant administrative law questions.17  The Council of Europe 
Secretariat submitted comments stressing its prior work on “deletion of traces” related to teens and 
children,18

Congressional Inquiry Targets App Developers 

 an indication of how the U.S. debate on “Do Not Track” has resonated with the EU.  These 
comments also illustrate the increasing global nature of these discussions.   

Following recent reports that apps could collect address book information and photos without 
notice and consent from users of Apple’s mobile devices, Representatives Henry Waxman (D-CA) and 
G.K. Butter-field (D-NC) sent letters to 34 Apple app developers asking what information they gather, 
what they do with it, and what notice is provided to app users, requesting a response by April 12.  
The app developers were selected for the inquiry based on their inclusion in the “Social Networking” 
subcategory within the “iPhone Essentials” area of Apple’s App Store, and include Facebook, 
Foursquare, LinkedIn, and Hipster.   
 

                                                 
 
15 Multistakeholder Process To Develop Consumer Data Privacy Codes of Conduct, 77 Fed. Reg. 13,098 
(March 5, 2012); comments are available at http://www.ntia.doc.gov/federal-register-
notice/2012/comments-multistakeholder-process.   
16 Comments of CTIA-The Wireless Association (“But since this will not be a rulemaking proceeding in 
which NTIA has been authorized by Congress to adopt rules or regulations, or to decide among competing 
stakeholder interests, NTIA has no delegated administrative authority to adopt new consumer data 
privacy rules.”); available at http://www.ntia.doc.gov/files/ntia/ctia_comments.pdf.  
17 Comments by Professor Ira Rubinstein and Professor Dennis Hirsch; available at 
http://www.ntia.doc.gov/files/ntia/ntia_comments__rubinstein__hirsch_final.pdf.  
18 Comments by the Council of Europe Secretariat; available at 
http://www.ntia.doc.gov/files/ntia/coe_comments.pdf.  
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FTC Mobile Payments Workshop 

The FTC held a public workshop to explore implications of mobile payments on April 26.19

FCC Seeks Comments on Mobile Privacy 

  Topics 
included data security, privacy, fraud mitigation, and the global picture.  Consumer groups are 
especially concerned with how consumers can confirm the intent to pay through mobile methods, 
are protected from unauthorized purchases, and avoid unwarranted intrusions into privacy.  
Substantive legal protections to consumers may vary depending on the mobile platform.  The FTC 
plans to continue to evaluate the marketplace. 
 

On May 25, the Federal Communications Commission (“FCC”) released a public notice seeking 
comment on the privacy and data security practices of mobile wireless service providers.20

FTC DotCom Disclosure Workshop 

  The FCC 
solicits information on how customer information is stored on users’ mobile communications 
devices, and the application of existing privacy and security requirements to that information.  
Comments will be due 30 days after publication in the Federal Register; interested parties will have 
an additional 15 days to submit reply comments. 
 

As part of its separate review of online disclosures, the FTC held a workshop on May 30.21

Privacy self-regulation 

   
This workshop focused on issues and limitations of mobile technology in communicating disclosures 
and legal “fine print” that meet the FTC’s “3P’s” of disclosure: Placement, Proximity and Prominence.  
Discussion included use of icons and other means to highlight mobile privacy and other disclosures.  
There was no specific discussion of disclosures targeted to children.  The FTC decided to accept 
additional comments until July 11, 2012, providing an opportunity to address additional issues or 
concerns about mobile disclosures. 
 

Many self-regulatory initiatives have sprung up to advance privacy.  COPPA includes a “safe harbor” 
component that allows companies to participate in recognized safe harbor programs approved by 
the FTC.  CARU, the Better Business Bureau (BBB), TRUSTe and others offer safe harbor children’s 
privacy programs.22

                                                 
 
19 The agenda and other information, as well as a link to public comments, is available at 
http://www.ftc.gov/bcp/workshops/mobilepayments/     

  The proposed revisions to the COPPA Rule, however, proposes more extensive 
oversight of safe harbor programs and program participants.  Some general proposed privacy 
legislation expand on the safe harbor concept.  The notion of multi-stakeholder enforceable codes of 
conduct appear to take the concept one step further into the murky legal realm of co-regulation.  

20 See http://transition.fcc.gov/Daily_Releases/Daily_Business/2012/db0525/DA-12-818A1.pdf.  
21 FTC Will Host Public Workshop to Explore Advertising Disclosures in Online and Mobile Media on May 
30, 2012 (February 29, 2012); available at http://www.ftc.gov/opa/2012/02/dotcom.shtm.  
22 CARU actually monitors online privacy activities of kid-directed websites whether or not companies are 
formal participants in the CARU Safe Harbor program, and the CARU Guidelines go beyond COPPA, 
covering websites where there is a reasonable expectation that a significant number of children will visit. 
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The DAA’s self-regulatory program for online behavioral advertising garnered positive expressions of 
support in the FTC’s recent report; enforcement efforts are underway and technical discussions 
about expansion to mobile media continue.  While the Mobile Marketing Association (MMA) and 
CTIA have issued self-regulatory guidance on mobile apps, mobile app privacy initiatives have been 
characterized as “needing improvement,” and much of the control lies in the hands of app 
developers and app platform providers.  A relatively new association, the Application Developers 
Alliance (ADA), was recently formed and will tackle mobile app issues on behalf of app developers. 
 

Litigation 

Lawsuits, including class action lawsuits, related to alleged privacy or security lapses are on the rise.  
Suits are common in the wake of data breaches.23  Lawsuits have been filed based on alleged failure 
to adhere to privacy commitments in posted privacy policies, for use of technology that changes 
browser settings or preferences, and for technology that accesses information, like contact lists or 
geolocation information, without permission.  Lawsuits have been filed against Facebook for using 
names and likenesses of individuals who “friend” brands in sponsored advertising.24  Changes in 
privacy policies have triggered litigation, as occurred with Google’s recent privacy policy update.  
More recently, paid apps that allow minors to rack up charges for playing mobile games has resulted 
in separate lawsuits against Apple and Facebook.25

                                                 
 
23 See, e.g., Johns v. Sony Computer Entertainment America LLC, et al., No. 11-cv-02063 (N.D. Cal., April 27, 
2011) (first lawsuit filed resulting from the security breach of the personal data of more than 100 million 
Sony PlayStation Network customers). 

  While similar questions apply to the question of 
whether minors have the capacity to agree to privacy policy and website terms, as a practical matter 
the growth in paid apps that allow children to incur hundreds or even thousands of dollars in charges 
raises concerns similar to those raised by 900 numbers and texting previously. 
 

24 See, e.g., E.K.D., et al. v. Facebook, Inc., 12-cv-01216 (N.D. Cal., Mar. 8, 2012). 
25 See Bohannon, et al. v. Facebook, Inc., No. 12-cv-01894 (N.D. Cal., March 8, 2012); Meguerian et al v. 
Apple Inc., Case No. 11-cv-1758 (N.D. Cal., Apr. 11, 2011).  
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IV. Significant International Laws and Policy Developments 

Use of digital media can implicate global privacy and telecommunications laws and regulations.  While a 
complete review is beyond the scope of this White Paper, a short summary of some key international 
laws, policy instruments and self-regulatory activities appears below. 

EU Privacy Directive and “Cookie” Directive; Proposed Privacy Regulation 

Two important Directives, and their implementing national legislation, establish privacy rights in the 
EU and impose an obligation to disclose use of cookies and get consent.  The EU Privacy Directive 
(Directive 95/46) was adopted in 1995, and entered into force in 1998.  Consent is generally required 
to process personal data, which is broadly defined.  Transfers to countries lacking an adequate 
scheme for privacy are prohibited unless approved legal mechanisms are used.  The Electronic 
Communications Privacy Directive (Directive 2002/58, amended by Directive 2009/136) covers use of 
cookies.  Consent will be required to use cookies (with some exceptions).  A key body that issues 
opinions on privacy, the Article 29 Working Group, issued an opinion last winter saying that the 
industry’s self-regulatory program online behavioral advertising does not meet the requirements of 
the e-Privacy Directive.26

Canada 

   
 
A proposed EU Regulation would replace the Privacy Directive, establishing for the first time special 
protections for minors (under 18) and a requirement that sites obtain verifiable parental consent 
before collecting information from children under 13.  The Regulation purports to apply to any entity 
collecting information from or about EU citizens, wherever that business is located, effectively 
seeking to impose EU law even where websites or services are not intentionally targeting EU citizens.  
In addition, as indicated above, the new proposed penalty of 2% of annual turnover raises the stakes 
to a dramatic degree for violations.  Because personal information expressly includes IP addresses, 
the proposed Regulation poses practical concerns similar to those raised by the revised COPPA rule.  
However, the proposed Regulation does not elaborate on many important requirements, including 
requirements for children’s privacy, instead delegating to the European Commission authority to 
establish rules.  The Regulation must be approved by the EU Council and Parliament.  Political 
discussions are ongoing.  Assuming ultimate approval, the Regulation will not likely enter into force 
before January, 2015. 

Canada has a series of provincial and federal privacy laws that incorporate elements of U.S. and EU 
policy approaches.  The Office of Privacy Commissioner investigates complaints related to the federal 
Personal Information Protection and Electronic Documents Protection Act (PIPEDA).  PIPEDA does not 
include special provisions on children’s privacy.  Private sector complaints in provinces with 
substantially similar laws to PIPEDA (Alberta, British Columbia and Quebec) are handled at the 
provincial level.  Efforts are made to negotiate a resolution, but the Privacy Commissioner does have 
subpoena and related enforcement powers.  The Privacy Commissioner’s findings on cases before it 
are available online.27

                                                 
 
26 Article 29 Working Party, Opinion 16/2011 on EASA/IAB Best Practice Recommendation on Online 
Behavioural Advertising (December 8, 2011). 

  
 
 
 

27 Findings available at: http://www.priv.gc.ca/cf-dc/2009/index2-9_e.asp.  
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Sector-specific laws also apply.  The Canadian Radio-Television and Telecommunications Commission 
(CRTC) recently released final regulations implementing Canada’s anti-spam law, for example.28

South America 

  The 
Privacy Commissioner recently released guidelines for online behavioral advertising which are 
encouragingly in line with the U.S. self-regulatory initiative.  Provincial privacy leader Ann Cavoukian 
has promoted the concept of “privacy by design,” which is being embraced globally. 

Argentina was one of the first countries in South American to adopt an EU-style general privacy law; 
it is modeled on Spain’s law and incorporates a heabeas data right recognized in the constitution.  
Mexico adopted a general privacy law in 2010; implementing regulations were finalized in December, 
2011.  The Mexican law distinguishes between personal data (broadly defined) and sensitive data, 
and recognizes rights of access, rectification, cancellation and opposition (“ARCO rights”).  Mexico 
does not include an adequacy limitation like that in the EU Directive, and does not impose special 
provisions on children’s privacy.  Columbia has passed legislation which restricts collection of data 
from minors; it has been reviewed by the Constitutional Court but is not yet in effect.     
 

APEC 

Privacy laws have been in place for years in Australia, New Zealand, and Hong Kong, and legislation 
has been proposed or adopted in many significant countries, such as India and China.  China has a 
spam law that includes elements of the EU and U.S. requirements; it is still discussing a general 
privacy law.  India issued Privacy Rules a year ago that included policy elements from the EU 
Directive.   
 
As indicated above, the APEC privacy principles are intended to counter the spread of EU-Directive-
like legislation in the APEC region, and to create a system endorsed by regional governments that 
allow for a type of self-regulatory approach to be recognized.  The APEC Framework includes Cross-
Border Privacy Rules intended to govern the internal process by which businesses address privacy.  
They were approved at the leaders meeting in November, 2011.  The Cross-Border Privacy Rules 
involve third party review and certification of corporate privacy policies and practices.  Compliance 
with the APEC Framework is expected to be a minimum standard; compliance with domestic laws will 
also be required.  However, the hope is that the APEC framework will promote harmonization of laws 
and requirements throughout the region and offer a mechanism to accept a type of “binding 
corporate rules” for data transfers.   

That hope may prove short-lived.  While the Australian government has been closely involved in the 
development of the APEC Guidelines, on May 23, 2012, the Australian Attorney-General introduced 
the Privacy Amendment (Enhancing Privacy Protection) Bill 2012 (“Bill”) into Parliament.29

                                                 
 
28 Canadian Radio-television and Telecommunications Commission, Electronic Commerce Protection 
Regulations (CRTC), March 2012. 

  The Bill 
would amend Australia’s Privacy Act of 1988 and implement key elements of the Government’s First 
Stage Response to the Australian Law Reform Commission’s report, For Your Information: Australian 
Privacy Law and Practice (ALRC 108).  The Australian Attorney General’s summary of the bill reports 
that if enacted, the Bill will establish a single, national set of Australian Privacy Principles (APPs) 
applying to both Commonwealth agencies and private sector organizations.  The Bill proposes to 

29 See 
http://www.aph.gov.au/Parliamentary_Business/Bills_Legislation/Bills_Search_Results/Result?bId=r4813.  
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benefit consumers by regulating the use of personal information (PI) for direct marketing, extending 
privacy protections to unsolicited information, allowing consumers to access and correct PI, 
tightening rules on the sharing of PI with companies outside Australia, regulating sensitive PI 
(including health related information, DNA and biometric data), and enhancing the powers of the 
Privacy Commissioner.  The Bill also sets forth more comprehensive credit reporting with improved 
privacy protections.30

Self-Regulation 

 
 

Advertising and privacy self-regulation is most advanced in the U.S., but industry groups have been 
promoting self-regulation around the world.  The International Chamber of Commerce (ICC) 
Marketing and Advertising Commission’s Code of Marketing and Advertising Practice was recently 
updated to include additional provisions on digital marketing and privacy.  Implementation of the 
ICC Code, however, occurs at national level.  Some privacy self-regulatory bodies, such as TRUSTe, 
offer EU Safe Harbor programs to address data transfers from the EU as well as certifications geared 
to meet the APEC principles.  The Internet Advertising Bureau of Europe (IABE) has an OBA self-
regulatory program similar to the U.S. program, but, as noted above, the Article 29 Working Party 
has said the opt-out program does not meet EU requirements.  The EU has developed more of a co-
regulatory model with the government and other stakeholders sometimes playing a role that is not 
common in U.S. self-regulatory programs for reasons that have to do with First Amendment rights 
accorded to speech, including commercial speech, and regulatory protections under the 
Administrative Procedures Act (APA) and other U.S. laws.  

                                                 
 
30 See http://www.attorneygeneral.gov.au/Media-releases/Pages/2012/Second%20Quarter/23-May-2012---
Privacy-reform-laws-introduced-into-Parliament.aspx.  The ALRC Final Report is also available at this 
site. 
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V. Impact on the Toy Industry 

Privacy and data security issues affects day to day operations of toy companies, both in kid-directed and 
in adult-directed offerings.  In the U.S., the FTC’s proposed COPPA restrictions could limit the ability of 
toy companies to obtain necessary data to analyze their digital offerings and improve content, allow 
children to enjoy personalized, but anonymous, online experiences, and benefit from the ability to offer 
targeted advertising on their e-commerce and adult sites.  Increased focus on mobile privacy in the U.S., 
coupled with the growth of use of mobile devices by children and dramatic increase in kid-directed 
mobile apps, means increased oversight and enforcement targeting companies that lack mobile privacy 
policies. 
 
Globalization of trade, and cross-border sharing of information, has lead to increased communication 
and coordination between policymakers to address privacy and data security.  As new privacy laws are 
enacted, and those laws restrict data collection from children, the absence of a global framework that 
establishes common sense exemptions and protections will become a significantly greater obstacle to toy 
company advertising and marketing objectives.  For example, the revised EU Privacy Regulation, which 
includes a broad provision protecting privacy of all minors shows the influence of United Nations legal 
instruments defining children to include all minors, a concept favored by NGOs active in advocating more 
extensive limits on advertising and broader privacy protections in the U.S.  Moreover, the general limit 
on collection of personal information from children under 13 absent verifiable parental consent, as well 
as the data breach notification requirement, are also drawn from U.S. laws.  U.S. proposals to define IP 
addresses and device identifiers as personal data, to recognize broader access rights, and to create a 
“Consumer Privacy Bill of Rights,” reflect influence of the EU framework.  Additionally, the proposed EU 
Regulation’s purported extraterritorial effect creates significant legal jurisdictional questions.  With EU 
privacy law serving as a model for other laws globally, expansion of this concept could immeasurably 
complicate business operations as other regions adopt data protection laws. 
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VI. Recommended Action 
 

Safeguarding consumer privacy, especially children’s privacy, is a priority for the toy industry.  TIA 
engagement in regulatory and self-regulatory initiatives will be essential to assure that recommendations 
or requirements are grounded in a common-sense understanding of how to best protect children while 
advancing toy company business objectives.  TIA should continue to closely coordinate with allied trade 
associations, like ANA, DMA and others, to advance its position and to assure it has allies in opposing 
additional new restrictions on children’s privacy, such as the Do Not Track Kids Act.  
 
COPPA 
Toy companies recognize the special vulnerabilities of children and have supported COPPA, which has 
worked effectively to protect children’s privacy. Changes proposed by the FTC and proposed “Do Not 
Track Kids Act” will limit the ability of toy companies to offer creative, fun and interactive websites that 
give children an anonymous experience.  We expect that the final rule will be issued in late summer; 
discussions with the FTC leadership on final changes are likely in the initial stages.  TIA should seek 
opportunities to advocate its position with leaders at the FTC and other agencies.    
 
OBA 
The head of the CBBB OBA Accountability Program is interested in working with TIA on some additional 
OBA self-regulatory guidance, and TIA will continue to have further discussions on an approach. 
 
Mobile Apps 
TIA is working on educational materials/guidance on mobile apps.  Once approved, further discussion on 
how to operationalize the guidance would be appropriate, including a discussion on whether additional 
self-regulatory standards could be developed. 
 
Multi-Stakeholder Codes of Conduct 
 In the wake of the White House and FTC Reports, TIA signed onto a joint industry letter to Congress 
advocating reliance on self-regulation but did not submit individual comments to NTIA in response to the 
recent request for comment on multi-stakeholder codes of conduct.  As noted above, many major 
industry and consumer groups submitted comments to NTIA, as did the Council of Europe Secretariat.  
While some industry groups expressed reservations, it seems clear that some type of multi-stakeholder 
process will move forward.  The prospect of success remains uncertain.  A previous multi-stakeholder 
initiative convened by Congressional leaders several years ago to develop voluntary restrictions on 
advertising to children and teens to address obesity failed due to the intransigence of some NGO groups.  
The Children’s Food and Beverage Advertising Initiative (CFBAI), purely a self-regulatory initiative, has 
continued to work to promote voluntary limits on child-directed food advertising, but the Inter-agency 
Working Group’s (IWG) “voluntary” code limiting the types of foods that could be advertised to children 
and teens is an example of this alternative approach in action.  TIA should consider direct involvement in 
the NTIA process to closely monitor developments and provide practical input as the multi-stakeholder 
initiative moves forward.   
 
EU 
The proposed EU Regulation raises the possibility that current web-based marketing to children could be 
severely restricted, especially if the Commission fails to define verifiable parental consent in a practical 
way.  The Council of Europe Secretariat’s comments to NTIA suggest that the notion of an “eraser button” 
for kids’ data is quickly gaining favor in Europe, as is the broader concept of a “right to be forgotten.”  
More broadly, the extraterritorial impact creates significant concerns about potential liability exposure 
and practical ways to manage that exposure should the Regulation be finalized with that provision.  In 
addition to outreach to the TIE and WFA, TIA should decide whether it wishes to participate more directly 
in attempting to educate the European Commission about practical and technical considerations 
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necessary in developing detailed guidance about verifiable parental consent, situations where consent is 
not required, and various means to obtain consent.  Consideration could be given to promoting 
development of a more detailed children’s privacy code through the ICC, possibly in the form of a 
framework guide for children’s privacy.  (Earlier toy industry efforts to incorporate more detailed 
children’s privacy guidance in the ICC Code failed largely due to opposition from non-U.S. participants 
who feared that detailed requirements in the ICC Code could become a baseline for restrictive national 
legislation; this concern should be part of the discussion.) 
 
Once there is agreement on the basic position, the M2C subcommittee should discuss further TIAs 
strategy to advance the industry position.  Discussions should address TIA’s involvement with other 
organizations (CARU, ANA, DMA, TIE, ICC, WFA, ADA, others), and what TIA’s role should be in advancing 
best practice self-regulatory guidance for children’s privacy and data security in the U.S. and elsewhere.   
 

 
This white paper was reviewed and approved by the TIA Responsible Marketing to Children Committee 
July 6, 2012 
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